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BBenoeHune

B coBpeMeHHOM 06LlecTBe Npu BHEAPEHNN KOMIMbIOTEPHbIX TEXHOJIOMMIA BO MHOTUX Chepax OesATENIbHOCTH
HeobxoaAnMbIM ycioBneM paboTbl CUCTEMbI ABASETCS NCNOJIb30BaHNE KOMMYHUKALMOHHbLIX TexHonornm. Cesasb
Mexay KomnbloTepamm obecneymatoT ceTu. icnonb3oBaHme rnobasibHbIX CeTen AaeT BO3MOXHOCTb
MOBCEMECTHOI0 NCMO0JIb30BaHNSA CUCTEM 3NIEKTPOHHbIX NJIaTeXel, NO3BONAOLWMX COBEPLUATb NOKYNKW B WHTepHeT-
MarasuHax, NPOBOAUTbL MaaTeXW 3a YCJIYTM KOMMYHaJbHbIX MPeanpuaTun, ynaadnsaTb MOLWIUHLI U WITpadbl.
Mcrnonb3oBaHMEM 3NEKTPOHHbLIX AEHEr CHUXXAeT Harpy3Ky Ha MHMPACTPYKTYpYy 6aHKOB, MarasnHoB, TPAHCMNOPTHbIE
ceTun, NO3BOJASA YAA/IEHHO UCMONb30BaTb MNaTEXHble CEPBUCHI.

AKTyaIbHOCTb UcciegoBaHnsa obycnoBsiieHa TeM, YTO OAHOM U3 rNaBHbIA Npobaem Npu NCNosib30BaHUN
3NIEKTPOHHbIX AeHeEr ABnaeTcs HeobxoanmocTb obecnevyeHnNs 3aLMLLEHHOCTUN SNEKTPOHHbBIX KOLLESIbKOB U
npoBeAeHNA NEKTPOHHbIX NaaTexen. MapaHTusa 6e30MacHOCTM NAaTeXXHbIX CEPBUCOB MO3BOAUT 3HAYNTESBHO
YBEJINYNTb KJIMEHTCKY0 6a3y naaTeXXHbIX CUCTEM, YBENNYNTb NMepeyeHb NpeaocTaB/iSeMblX CEPBMCOB.

Llenbto paHHOM paboThl SBNSETCA aHa/IN3 3aWNLWEHHOCTU NCNOJIb30BaHNA SNEKTPOHHbLIX NJaTexen C
MCMNoJIb30BaHNEM KpUNTOrpadnyeckmnx aaropmTmMoB.

3apaym paboTbl:

- @aHaNM3 TEXHONOr NI NCNOJIb30BaHUA NIEKTPOHHbIX AeHer B ycnoBusax Poccuinckon depgepaumu;

- @aHaNM3 pbiHKA 3NEKTPOHHbIX NaTexXeln, oueHkKa ux goaun B obuem obbeme geHexHoro obopoTa N TeHAEHUMWIA
pocTa;

- OUEeHKa 3alNLLEHHOCTU MJIaTeXHbIX CUCTEM;

- onpepneneHne TexHonorum no obecneyeHnto 6€30MaCHOCTN NPY NMPOBEAEHUN SNIEKTPOHHbIX NAaTEXEN C
ncnosb3oBaHmem cuctem VPN;

- NporpamMMHas peanm3auns KpunTorpagpuyeckoro aaropnuTMma;

Ob6BbEeKT nccnenoBaHns - TEXHONOM MU 3/IEKTPOHHbIX MaTeXen.

MpeomeT nccnepgoBaHmsa - 6€30NacHOCTb UCMOJIb30BaHUSA JIEKTPOHHbIX AEHer.

MeToA nccnenoBaHus - N3y4eHUe HayyYHOW N TEXHUYECKON NnTepaTypbl Mo uccieayemMon TeMaTuke,
MaTeMaTn4eckme MeToabl, aHaIn3, CUHTE3.

PaboTa BkNloYaeT: BBEAEHNE, TPU INaBbl, 3aKJIIOYEHME N CMTNCOK NCMOJIb30BaHHbIX UCTOYHMKOB. NMaBa 1 coaep>xuT
00LLLYI0O XapaKTePUCTUKY TEXHOJIOM M NPOBEOEHWNS 3JIEKTPOHHbLIX MJaTEXXEN, OLEeHKa MNePCNeKTMB UX pa3BUTuUS,
06beMOB 3aHMMaeMbIX PbIHKOB AeHeXXHOoro obpalleHuns. B rnase 2 npoBefeH aHan3 3alMWEHHOCTM Hanbonee
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PacnpPoOCTPaAHEHHbIX MIAaTEXHbIX CUCTEM, OnpeaeseHbl OCHOBHbIE YIrPO3bl, @ TAKXKE METO/ibl 3aLLUNTbI OT HUX,
onpepaeneHsbl NepcrnekTUBbl Pa3BUTUA cucteMm 6e30MacHOCTY NPy NPOBEAEHNM 3/IEKTPOHHbIX NMaTexei. B rnaee 3
paccMOTpeHbl BOMNPOChl MEeTOA0I0r NN pa3paboTKM KpUNTorpadmuieckmnx aaropmuTmMos.

1.TeopeTunyeckasn 4acTb
1.1. MNMpaBoBble 0CHOBbI PYHKLMNOHNPOBAHUSA 3/IEKTPOHHbIX MJaTEXHbIX CUCTEM

MoHATME "3NeKTPOHHbIE AeHbIN" ABNAETCA OTHOCUTENbHO HOBbIM 1 324aCTYIO UCMOJIb3yeTCs NPUMEHUTENbHO K
LUIMPOKOMY KPYry MaTEXHOro MHCTPYMEHTapus, NCMoJib30BaHNE KOTOPOoro 6asnmpyeTcs Ha COBPEMEHHbIX
TeXHNYeCKUx pelleHnax. Bcneacreme 3Toro, oTCYyTCTBYET eAUNHbIN, MPU3HAHHbBIA NOAXO0A K OnpeAefieHunto
3/IeKTPOHHbIX AeHer, 04HO3Ha4YHO onpenensatoWwmnin NX 3KOHOMNUYECKMIA 1 NPaBOBOWN CTaTYC.

B P® ogHMMUM 13 Hanbonee NonynsapHbIX 3JEKTPOHHbLIX KOLIELKOB ABNATCA: AHaeKkc. JeHbrn n Knsn.
AHOEKC-AEeHBIN ABASAIOTCA 0QHOM U3 CaMblX YHUBepCanbHbIX MNC (MnaTéxHbiX cnctem) B Poccmn. E€ BbibupatoT
rnosib3oBaTeNn, Yen 3apaboTok cBa3aH c paboTon B ceTu NHTepHeT.

K OCHOBHbIM BO3MOXXHOCTSAM CUCTEMbI OTHOCAT:

- onnaTy pa3fINYHbIX YCAYr, B T.4. MOBMAbHbLIX TeNedOoHOB, Ha/lIOroBbIX N KOMMYHaJsbHbIX MAaTeXeu;

- NpoBefeHne NepeBooB, B T.4. Ha MNJACTUKOBbIE KapTbl N BAaHKOBCKME CYETa;

- BO3MOXXHOCTb paboTbl ¢ KapTon AHAeKkc.[leHbru.

Kpome Toro, ¢ NoMOLLbI0 AaHHOW CUCTEMbBI OMJ1a4YMBaOTCA Pa3JInyHbIEe 3/IEKTPOHHbIE CEPBUCHI (MOKYMKM Ha CalTax,
onjlata NporpaMMHoro obecnevyeHns N 3IEKTPOHHbLIX UTP).

HaTon 3anycka cucteMbl cymTaeTcsa 24 nonga 2002 roga, Korga AaHHbIN NpoeKT 6bla 3anyLleH Kak napTHepCcKas
nporapmma c cuctemonm PayCash, ¢ 14.11.2002 cuctema nonyyusaa akkpegutTauuio ang nposeneHuns NHTepHeT-
nnaTexxen.

N3HavyanbHO KoMaHAa PayCash ocylwiecTBnana TEXHUYECKYIO NOALEPXKKY MNAaTEeXHON CUCTEMbI, @ AHAEeKC — 3a
WHCTPYMEHTLI paboTbl C MaccoBor ayamTopmen. Mpu 3ToM nNnaTnTb AHAeKC.JeHbramMmm MoXHO 6b110 TONLKO Yepes
KJINEHTCKYIO NporpaMmy. MNpocton n yaobHbIn Nonb3oBaTenbCknii Beb-uHTepdenc nossunacsa B 2005 roay. Torga
noJsib30BaTesNn NOJYyYnUSIN BO3MOXXHOCTb YNpaBaATb c4eToM C Jiloboro KomnbeloTepa. 3TO NPUBJIEKSIO BHUMaHME
KPYMHbIX NTPOKOB Ha PbIHKE 3/IEKTPOHHON TOProean: AHaeKkc.JeHbrn ctanym NepBbiM CEPBUCOM I1IEKTPOHHbIX
AeHer, NoAKI0YMBLUMM BO3MOXXHOCTb onnaTbl cepBucos Skype ons Poccun.

Ha pucyHke 1 nokasaHa AMarpaMma OCHOBHbIX HarMpaBieHWNA NCMOJIb30BaHNA JIEKTPOHHbIX KOLLIEIbKOB Ha
npumepe cucTeMbl «AHAEKC.eHbrn».

PucyHok 1 - lnarpaMmma OCHOBHbIX HarnpaBAeHUN NCNOJIb30BaHNA SNIEKTPOHHbLIX KOLLIESIbKOB Ha NMpUMepe CUCTEMBbI
«AHpekc.[leHbrn»

®depepalibHbli 3aKOH Ne 161-D3 onpenenseT opraHU3aunmoHHble, (DOpMasibHO-IOpUAMNYeCcKme 1 Lenesblie Kputepumn
(COBOKYMHOCTb KOMMNaHW, OCYLLLEeCTBASAIOWMX B3anMoaencTeme no npasunam paboTbl C NAaTeXXHbIMU CUCTEMaMN B
uenax NposefeHns NepeBooB AeHEXHbIX CpeacTB).

OpraHun3aunoHHasa ocHoBa paboTbl NNaTEXHbIX CUCTEM BKJOYaeT [4]:

— pernameHTauuio paboTbl 0NepaTopoB NIATEXHbLIX CUCTEM;

— paboTy onepaTopoB NAATEXHON NHPPACTPYKTYpPbl (ONepaLoHHbIe, MNaTeXHble KIMPUHIOBbLIE U PaCYETHbIE
LeHTpbl);

— YYaCTHMKOB MJIaTEXXHOWN CUCTEMBbI.

FOpnanyeckasa ocHoBa paboThl MNaTEXHbIX CUCTEM BKJIIOYAET KOMMIEKC MpaBu NiaTeXHON CUCTEMBI,
cogepxxalmx yCioBuSa y4acTUa B NaaTeXHbIX CUCTEMax, NpoBeeHne NepeBofoB AEeHEeXHbIX CPeACcTB, NepeyeHb
YyCAyr naaTeXxXHOM MHPPACTPYKTYpPbl U ApYyrMe YCI0BUSA, KOTOPble ONpenensaioTCsa onepaTopoM naaTeXXHbIX CUCTEM
B COOTBETCTBMU C OEMCTBYIOLLNM 3aKOHOA4ATeNbCTBOM. PernaMeHTbl paboThl MAaTeXHbIX CUCTEM, 3a UCKIOYEHNEM
pernamMeHTOB LleHTpanbHOro baHka, onpenenaTCa B HOPMaTUBHbLIX akTax baHka Poccun (MonoxxeHne baHka
Poccumn o1 29 nioHsA 2012 r. Ne 384-[1), npeacTaBnsioT cobo 4oroBop npucoeanHeHus.

B oTHOLWEHNN onepaTopoB NaTEXHON CUCTEMbI B COOTBETCTBUM CO CTaTben 15 ®denepanbHoro 3akoHa Ne 161-93
npeaycMaTpuBaloTCA:

¢ [NepevyeHb OCHOBHbIX 06513aHHOCTEN OMepaToOpPOB MAaTEXHbIX CUCTEM (B KOTOPbIX ONpeAensaoTCcsa npasnia
naaTeXXHOoW CUCTEeMbI, MOPAAOK OpraHM3aumm n KOHTPoAA 3a nx cobniogeHnem, npusaeYeHns onepaTopoBs ycayr
NaaTeXHbIX CUCTEM, OpraHM3aunn TEXHOJIOMMW yNpaBiieHNs PUCKaMK B MJaTexXHbIX CUcTeMax, gocynebHoe un



(nnn) TpeTeckoe paccMoTpeHMe cnopoB Npu paboTe NaaTeXXHON CUCTEMbI);

e OyHKUMKM perncTpaumm onepaTtopa niaTeXxHbIX CUCTEM B peecTpe onepaTopoB, KOTopble BeAEéTCA baHkoM
Poccuu;

e PernameHTbl N1aTEXHON CNCTEMBI;

e lIokyMeHTauus, NoATBep K AatoLlan COOTBeTCTBUS TpeboBaHUAM, B COTBETCTBUM C 161-D3.

Be3onacHOCTb NpoBeAEeHNSA NMaTeXeEN B 3JIeEKTPOHHON hopMe onpeaenseTca 6e30MacHOCTbIO NCNOJIb30BaHUA
KpUNTOrpaunyecknx n ceTeBbliX TEXHOOMUNA.

OOHUM U3 rNaBHbIX PUCKOB, CBA3aHHbIX C paboTon 31EeKTPOHHbLIX MAATEXHbIX CUCTEM, ABJISETCA PUCK NOTEPU
OEHEXXHbIX CPeACTB, XPaHALWMXCA B NIAaTEXHbIX CUCTEMaX.

Pucku moryT 6bITb 06yCnoBneHbl BAUSHUEM ClieayoLWmMX GakTOPOB:

- BEPOSATHOCTLIO B3JIOMa YHYETHbIX 3aMnCen B NJIaTEXHbIX CUCTEMaX;

- XaKepCcKune aTakn U akTUBHOCTb BpeaoHocHoro MNO;

- HECOBEPLUEHCTBOM CUCTEMbI ayTEHTUDMKaLNN;

- HENPOAYMAHHOCTbIO MOJINTUKM 3aLLUNTbI YY4ETHbIX 3anncen, 4To AONYyCKaeT BEPOSATHOCTb NX B3JIOMa.

NCTOYHMKN pnCKOB B paboTax C MaaTeXHbIMU CUCTEMaMK BKJIIOYALOT:

- oWwnbKM B ENCTBUNAX MONb30BaTENEN;

- aKTUBHOCTb 3/10yMbILUIEHHNKOB;

- ownbkKKM B paboTe NnaTeXHbIX CUCTEM, NpUBOAsLLME K OLINOKaM Npu NpoBeaeHUN NaaTeXxen n HapyLeHUsm
6e30MacHOCTM Y4EeTHbIX 3anuncen.

B cnny 3Ha4UnTenbLHOro KoanyecTsa npeLeneHToB, CBA3aHHbIX C NOTepen AeHEeXHbIX CPeACTB B 3JIEKTPOHHbIX
KoleNbkax, NnogobHoro poga MexaHM3Mbl HE NCMNOJIb3YIOTCS KaK MHCTPYMEHT HakonJseHns geHer. Kak npasuno,
MoJIb30BaTENN XPAHAT OEHbLIN B 3JIEKTPOHHbLIX KOLLIEe/bKax B CYMMaXx, He MpeBbILlaoWwmMX CTOMMOCTb 1-2 MOKYMOK.
CTaHaapTHbIMK criocobamm 3alnTbl NPU NCMOJIb30BAHUM 3IEKTPOHHbLIX EHEr sIBASETCA NPUHATUS KOMMJIEKCa Mep
Mo nHgopMauMoHHOM 6e30NacHOCTN AOMAaLLHUX NOJib30BaTeNEN:

- NCMONb30BaHWEe aKTyaslbHbIX BEPCUN aHTMBUPYCHOro MO n aHTUBMPYCHbIX 6a3;

- cobnogerHne TpeboBaHMN K CJIOXKHOCTW NapoJier Ana BXoAa B CUCTEMbl yNpaBJieHNS 3NEeKTPOHHbIMU KoLUesIbKaMu
M 4acToTe NX CMEHbI;

- cBOeBpeMeHHoe 0bHoBNIeHMe Bpay3epoB, a TakXXe ONepaLNoHHbIX CUCTEM;

- Npwn paboTe c bpaysepamm Heo6X0AMMO NCMOb30BaHME ONTUMabHbIX HAaCTpoek be3onacHoOCTY;

- B C/ly4ae, ec/in dNeKTPOHHbIN KOLeNeK MHTErpMpoBaH C MOYTOBOM CUCTEMON, TO cedyeT MPUMEHSATb
MaKCMMaJibHble HAaCTPOWKM 3aLLUThl MOYTOBOMO SILLMKA: UCMONb30BaTbh cucTeMy CMC - noaTBep)XAeHUst Npun
MaHUNYAauMAX € NaponsaMn, ncnosbsosaTb CMAM-UALTPLI, HE OTKPLIBATb BJIOXKEHUS, MOJYYEHHbLIE B MMCbMax OT
HEeN3BECTHbIX OTrNpaBMTeNen.

Tak>Xe K ySI3BUMOCTSAM MJlaTeXHbIX CUCTEM C/leflyeT OTHECTU BO3MOXXHOCTU aBTOPMU3aLMKN C UCMOJIb30BaHNEM
aKKaKyHTOB B COLMasIbHbIX CeTsaX. B cnny Toro, 4To akkayHT B COLCETAX MEHee 3allULeHbl, YeM YYeTHbIe 3annucu B
nJaTeXXHbIX CMCTeMax, BO3MOXKEH HEeCaHKLNOHUPOBaHHbIN BXOA B MHTEPMENC NIaTEXHON CUCTEMbI B Cllydae
B3JIOMa y4e€THOW 3anncu B COLICETN.

OCHOBHbIM HEAOCTaTKOM MCMOJ/Ib30BaHNA 3IEKTPOHHbIX AEeHer SBASeTCA TO, YTO 3JIEKTPOHHbIE cYeTa
rapaHTMpoBaHbl SMUTEHTOM, FOCYyAaPCTBEHHbLIE FAPAHTUN TaKUX CYETOB OTCYTCTBYIOT. Taknum obpa3om,
3N1eKTPOHHbIE AEHbIN HE PUCKOBAHHO MCMOb30BaTh MNPU OCYLLECTBJIEHNN KPYIMHbIX MJaTeXeEN, a Takxe
MCMOJ1b30BaTb KakK CPeACTBO HAaKOMJEHNSA 3HAYNTENbHbIX CYMM B Te€Y4eHUe ANNTESIbHbIX NepnoaoB BpeMeHn. Takum
06pa3oM, 3NEKTPOHHbIE AeHbIN SBASAIOTCS B MEPBY0 04epedb MjaTeXXHbIM, @ HE HAKOMNUTESIbHbIM CPeACTBOM.
HecMoTps Ha OT/INYHYIO MOPTAaTUBHOCTb, MNNAaTEXXHble CUCTEMbI HY>XXAA0TCSA B MPUMEHEHUN cneumanbHbIX
WHCTPYMEHTOB XpaHeHnsa 1 obpallueHns, a B ciyvasax puandeckoro YyHUYTOXKEHNA HOCUTENEN SNEKTPOHHbIX AEHEr,
BOCCTaAHOBJIEHNE NH(OPMALIUN 1N CHETA SABAAETCS MOXKET OblTb HEBO3MOXKHbLIM, CpefCcTBa KpUNTOrpahnieckomn
3alMThl, NCNOJSb3YIOLWNECS ANS 3aWNThl CACTEM 3IEKTPOHHBIX AeHer, eweé He Habpann ANMTeNbHOro onbiTa
CMNEeLHOro NCnoJjib30BaHUs, COOTBETCTBEHHO obecneyeHne 6€30NacHOCTU C X UCMOJIb30BaHUEM (3aLUULLEHHOCTH
OT XMLEHWN, NOALENOK, U3MEHEHNI HOMUHaMA U T.M.) He MOATBEPXKAAETCS OMNbITOM LWMPOKOro obpalleHns n
6ecnpobnemMHoOn ncTopnn. TeopeTn4eckn BO3MOXKHO NMPOBEAEHNE XULEHNIA SNEKTPOHHbLIX AEHEr, Yyepe3
MCMoJIb30BaHME YySA3BMMOCTEN OMNepauoHHbIX CUCTEM MM HapyLlleHna 6e30MacHOCTM B CaMUMX NJIaTEXHbIX
cuctemax. OgHMUM M3 OCHOBHbIX TpeboBaHW NPU UCMOJIb30BAHUM MAATEXHbIX CUCTeM ABnseTcsa obecneyeHue
COXPaHHOCTW CPeACTB Ha 3JIEKTPOHHbIX Kollesibkax, obecnevyeHne 6e30nacHOCTM NMpw NPOBEAEHNN NNATEXHbIX
onepauunn, obecneyeHne naeHTUGUKaLMN NaaTeXa Ha CTOPOHE NoJslyyYaTens.

OcHoBHble cnocobbl 3anTbl Npu paboTe C NnaTeXHbIMU CUCTEeMaMK BKOYatoT [14]:

- YCT@HOBKY CJI0O)KHOIO Napons;



- MHOrOhaKTOPHYIO ayTeHTUMNKaLNIO B CUCTEME;

- YCTaHOBKY JINMUTOB Ha NpoOBefeHNe niaTexeln B Te4eHne CyToK, nMbo nposefeHne yCuneHHom ayTeHTudukaumm
npu npoBefeHNN nnatexen 60abWMMU CyMMaMu;

- BBeJeHne cucTemMbl naeHTuduKauum nosab3osBaTtens.

MpoBeneM aHanM3 3alMLLEHHOCTN MJAaTEXHbIX CUCTEM COMJIaCHO BbllLeyKa3aHHbIM Kputepuam (Tabnmua 1).
Tabnuua 1 - AHaAM3 3aWNWEHHOCTU NNaTeXHbIX CUCTEM

YpoBeHb 3awmieHHocTn AHaekc. Oenbrn Kuem CbepbaHk. OHnanH ePayments

KOHTpPOJIb C/IOXKHOCTY NnaTexXHblX naposen MpucyTtcrteyeT HeT HeT MNpucyTcTeyeT

JononHutenbHaa ayTeHTUMMKauma npm exone B cuctemy Het Het lMpucyTcteyeT lMpucyTcTeyeT
MopTBep>xaeHue TpaH3aumm Yyepes CMC lMpucyTtcTeyeT MpucyTcTByeT lMpucyTtcTeyeT MNpucyTcTByET

YcTaHOBKa CYTOYHbIX IMMUTOB lNpn OTCYTCTBUM NOEHTUMDUKaUUKN nosib3oBaTens [Npn oTCyTCTBUM naeHTudunKaumm
nonb3osaTena MpucytcTeyeT MNpu OTCYTCTBUM NAEHTUDUKALNM NONb30BaTeNS

JononHuntenbHaa naeHTudunkauma Het Het Het lMpucyTcreyeT

ObpalleHune K naaTexxHom CucTemMe N3 CTOPOHHUX NpunoxkeHun MpucyTtcTeyeT HeT HeT HeT

BO3MOXXHOCTb Nepexofa K niaaTtexxam U3 CUCTeMbl CanToB-NapTHepoB MNpucyTCcTBYeT Yepes BbICTaB/IeHMe cyeTa
HeT Het

AnnapaTHasa ayTeHTugunkauma Het HeT MpucyTtcTeyeT HeT

Mpuea3ka 6aHkoBCKMX KapT MpucyTtcTeyeT MpucyTcTeyeT MpucyTcTByeT HeT

MoTepun faHHbIX TakXXe OTHOCATCH K KaTeropumn yrpos KOHpnaeHUManbHOCTW, TakK Kak B J@aHHOM CJ/ly4ae BepOSTHO
HEKOHTPOIMpyeMoOe pacnpoCcTpaHeHMe 3alnaemMon nHpopMaumm Npu eé pasrnaweHmnuy, Noay4eHnmn K Hem
HECaHKLMNOHNUPOBAHHOI0 AOCTYMa WUan Nosly4eHuUn JoCcTyna CO CTOPOHbI 3auHTEepPeCcoBaHHbIX Cy6beKTOB, B KavecTBe
KOTOpPbIX MOTYT BbICTYNaTb (PU3NYECKME NNLLA, KOHKYPUPYIOLWME KOMMEpYeCcKne CTPYKTYpbl, Cneucayxobbi
rocynapcCTB, KpUMUHabHblIE CTPYKTYpbI [3].

CywiecTByeT cjeayollas Kinaccuukaumsa yrpos rno Buaam rnojyy4yeHHOro ceTesoro gocryna.

1. Yrpo3bl pasrialieHns nHgpopmauymnmn

1.1. NpegHaMmepeHHoOe pa3riaweHne C NpPAMbIM YMbIC/IOM.

1.2. Yrpo3bl pa3riaweHunsa pasriaweHne no HeoCTOPOXKHOCTN.

2. Yrpo3sbl NoNy4eHUs HeCaHKLMOHMPOBAHHOIO A0CTyNa K MHGopMauunmn

2.1. Yrpo3bl nosay4eHuns pmnsn4eckoro JocTyna K CeTeBbIM pecypcaM (Hanpumep, Yepes BKIOYEHNS B CBOBOOHbIEe
nopTbl JIBC)

2.2. Yrpo3bl NnporpaMMHo-annapaTHOro AocTyna.

2.3. Yrpo3sbl NoJlyd4eHnsa 4ocTyna K CUCTeMe C NCMNoJib30BaHMeM creumannimposaHHoro Mo

3. Yrpo3bl nepexsaTta MHpopMaunm (NpegnosaratoT yTeuyky nHdopmMaumm ¢ UCMoJb30BaHNEM TEXHUYECKUNX
KaHaJsioB)

3.1. MepexBaT OaHHbIX, 0bpabaTbiBaeMbIX TEXHUYECKMMU CpeaCcTBaMU.

3.2. lNepexBaT ayaMoCUrHaNoB.

3.3. NepexBaT ceTeBOro Tpaduka.

4. XuweHne HocuTenem nHpopmMaumu.

Yrpo3bl 4OCTYNHOCTM CBSA3aHbl C NOJlyYeHMeM A0CTyna K XpaHuMbIM 1 obpabaTbiBaeMblM AaHHbLIM B 11060 MOMEHT.
Hanbonee YacTble U onacHbIe MO pa3Mepy NPUYNHAEMOro yulepba owmnbka cBsi3aHbl ¢ paboToM WTaTHbIX
nosib3oBaTenen NHPoOPMaLMOHHON CUCTEMBI.

Owmnbkun nogobHoro poaa MoryT reHepupoBaTh yrpo3bl (HaNpMMep, HEKOPPEKTHO BBEAEHHbIE AaHHble Nan oWwnbKn
B MporpamMMe, CTaHOBSALMECHA NPUYNHON YA3BUMOCTEN A1 CETEBbIX aTak). OWnNOKN B 0eNCTBUAX
aAMUHNCTPATOPOB, MOIYT OTKPbIBaTb BO3MOXXHOCTU A1 BHELUHMUX BTOP>KEHUI B CETb.

CeTeBble aTakn Ha MHPOPMaALMOHHO-MPOrpaMMHbIe PeCypCbl MOXXHO YCJIOBHO pa3fefinTb Ha JIoKabHble,
yOasieHHbIE U aTakKM Ha NOTOKWU AaHHbIX [11].

Mpu NnpoBegeHnnN NoKasbHbIX aTakK 3/1I0YMbILLAEHHUKN NOSy4atloT PU3NYeCKMin JOCTYN K CETEBbLIM
MHpOopMaLNOHHbIM pecypcaM. ICTOYHUKM aTak NofobHOro Kiacca, Kak npasuio, BHyTpeHHue. TeXHONOornyecku
aTakn nogobHoOro Knacca NpoBoaAaTca Ha 06aacTb 3arpy3Ky onepaLMoHHON CUCTEMbI, Ha CPeACTBa
ayTeHTUUKaumm n T.0.

YOaneHHble aTaky OCYLLECTBAAIOTCA TEMU, KTO HE UMeeT NPSAMOI AO0CTYN K MHTepecywmM obbekTam. BHelwHne
aTakn MOryT OCYLLEeCTBAATbLCA Ha MapLUpyTmn3aTopbl, Ha cbop cBeAeHnn 0 cucTeMe, Ha 3anyck BPeAOHOCHbIX KOOO0B
nT.4.

ATaKun Ha MOTOK AaHHbIX MPOU3BOAATCSH, KOrAa MexXay ABYMS KOMMNbOTepaMn NpoBoanNTCS 0O6MeH AaHHbIMUW MO



CeTW, U 3/I0YyMbILLIEHHUK MPWY 3TOM NPOBOAUT aTaKy Ha CErMeHT CeTU WK CETEBOW Y3eJl, PpacrofIoXKEHHbIA Mexay
OBYMS B3aUMOAENCTBYIOLWNMN CETEBBLIMU y31aMu. Takom TUM aTak MNO3BOJISET peasn30oBbiBaTb N BHYTPEHHME
npeaHaMepeHHble yrpo3bl, 1 BHelwwHMe. CyLecTBYIOT aTakn Ha MOTOKWN AaHHbIX MAaCcCCMBHOIo Tuna (koraa
aTaKyLWMWNA, HAKaK He BblAaBas CBOE NPUCYTCTBME, MPOBOAUT MepexBaT BCEX 3NIEKTPOHHbLIX AOKYMEHTOB A4S
OanbHenLwero aHaansa, Ho He UMeeT BO3MOXXHOCTU MoAndKaLunum nepeaBaeMbiX COOBLLEHNA) N aKTUBHOIO TUMa
(korga 310yMbILINEHHUK NPOBOAUT NepexBaT nepefaBaemMbiX AaHHbIX C Lesblo Moandgukaummn coobuieHnin, nnbo
nepenayn cobCTBEHHbIX AaHHbIX).

1.2. AHanus yrpos 6e3omnacHoCTK npu pa60Te C 3NNIEKTPOHHbLIMW MJIAaTEXHbLIMN CUCTEMaMU

Tak>xe HeCaHKUMOHMPOBAHHbIN OOCTYM K MAATEXHbIM CUCTEMAM MOXXET ObITb NOJyYeH NerajibHbIMU CpeacTBaMu,
BKJIOYAIOLMMU:

- noabop napons;

- noabop AaHHbIX, MO3BOJISOLLMX BOCCTAHOBUTL AOCTYM K MJaTEXHON cucTeMe.

B oaHHOM ciyyvae naeHTUMMKaLNS HapyLLIMTens MOXKET NMPOBOANTLCSA Ha CTOpPoHe HBaHKa NyTem aHain3a
VHUNAOEHTAa, CBA3aHHOIM0 CO CMEHON ayTEHTUPUKALMOHHBIX AaHHbIX.

Ha KoMnbloTepe 3/10yMbILLIIEHHMKA BO3MOXXHO Haandmne creyowmx ciegoB 0T COBEPLUEHHbIX
HeCaHKUMNOHNPOBaHHbLIX onepau,vu7| Mo OOoCTyny K naaTe>XXHbIM cCucteMaMm:

- Ha/In4YMe yCTaHOBJIEHHOI0 NPorpaMMHoOro obecrneyvyeHuns, No3BosiioWEro 06xoanTb 3aWUTY NNATEXHbIX CUCTEM;
- Ha/m4me nporpaMmmMHoro obecrneyeHns, CKpbiBatoLLero IP-agpec aTakyloLwero KoMnbloTepa;

- Kaw 6paysepa;

- CUCTEMHbIe XXYpHaJibl;

- CeTeBble NPOTOKOJIbI POyTeEpa;

- BpeMeHHble alinbl.

Takum obpa3oM, Npu NPoBeLEHUN 3KCNepTM3bl Ha NpeaMeT 0bHapy>XeHNS NOMbITOK HECAHKLIMOHMPOBAHHOI O
B3J1IOMa MJiaTe>XXHbIX CNCTEM
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