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BBEOEHWE

B HacToALee BpeMs LUNPOKOE pasBUTME MoJlyHaloT TEXHOJIOMMK, CBA3aHHbIE C BO3MOXXHOCTSMU NpoBeAeHNs
nHaHCOBbLIX orepaumnin, CAesoK, NoJy4YeHNs rocyaapCTBEHHbIX YC/Yr B AUCTAaHLMOHHOM peXxume C
ncnosb3oBaHneM MIHTepHeT-TexHooru. B kavecTse naeHtTnudurkaTopa 4ns asToMmaTmsaumm B cuctemax baHkos,
CepBMCOB roCcyAapCTBEHHbIX YCAYr, cuctem onnaTthl ycayr XKKX 1 CBA3M BbICTYNalT NepcoHasibHble AaHHbIEe.
Taknm obpa3oM, 4N NCKKOHEHUA HECAHKLVWOHNPOBAHHOIO MCMNOJIb30BaHNSA NepCcoHasbHbIX AaHHbIX Heobxoanmo
NPUHMMaTb Mepbl Mo obecneyeHnio X 3alnLLLEHHOCTN. HakonjieHne MacCUBOB NEPCOHasIbHbIX AAaHHbIX
OCYLLEeCTBASAETCHA B MH(OPMALIMOHHbBIX CUCTEMaX KafApoBOro y4yeTa npeanpuatuin, 6aHKOBCKMX CMCTEMax, CMCcTeMax
obpasoBaTesibHbIX U MeANLUNHCKUX y4ypexaeHuin. CoBpeMeHHble CUCTeMbl OKYMeHToobopoTa No3BONAIOT
coBepLlaTh IOPUANYECKN 3HAYMMbIE OENCTBUSA C UCNOJIb30BAHUEM 31€KTPOHHOW NOAMNUCK, AN BblAa4yn KOTOPOWN
HeobxoAnMO NpPeabABAATL AOKYMEHTbI, B KOTOPbIX COAEPXKaTCA NepCoHasibHble AaHHble. TakuM obpa3oMm, Ans
NCKJloYeHNs HaHeceHuns yuepba Heobxoaumo obecneynTb 3alLMTY NpPY NpoBeAeHUN onepaunini B AUCTaHLMOHHOM
pexunme.

ObecnevyeHne KOHPUAESHLMANBHOCTM NEepPCOHaNbHbIX AaHHbIX NpeanonaraeT HeobxoAMMOCTb 3aLWmnThl OT
HECaHKLMOHNPOBAHHOIO A0CTYyNa, MOAMMUKALNK, YOaSIeHUS, KOMMPOBaHNSA MacCUBOB AaHHbIX. MexaHn3Mbl
3alMTbl NepCcoHaNbHbIX AaHHbIX BKJOYAOT NpoBedeHne HacTPoeK NporpaMMHbIX KOMIMJIEKCOB, NpoBeAeHue
OpraHn3auMOoHHbIX MEPOMNPUATUIN, MPUHATUE Mep MO PU3NYECKOMY YKPEnIeHWo 34aHNN U NOMeLLLeHUI
opraHm3aunn, 4To NO3BOJUT 3aWNTUTb HOCUTENN UHPOPMaLM OT KPaXK N HECAaHKLIMOHMPOBAHHOIO KOMMPOBaHWS.
B HekOoTOpbIX Cay4vaax A5 NpefoTBpaWeHus yTevyek NpUuHUMalTCa Mepbl Mo 3awmnTe PUsnyeckux KaHaJsos.
Llensto paboThl ABASETCA onpefeneHne nopsaka opraHM3auoHHbIX U TEXHUYECKUX Mep no obecnevyeHunto
KOH(MAEHUMaNbHON NHMOPMALIUK OT B3JloMa 1 yTedek B ycsioBuax 000 «COSK».

3apaym paboTbl:
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0 aHann3 3akoHodaTenbHon 6a3bl B 06nacTm obecrnevyeHmns 3alnTbl NepCoHaNbHbIX faHHbIX (MOH);

[ aHann3 CTPYKTYpPbl MHPOPMALIMOHHON CUCTEMbI OpraHusaunm, onpeneneHne o6bekToB 3aWwnTbl MOH;

[ onpepeneHne NnepeyvHsa akTyalslbHbIX Yrpo3 KoOHpuaeHumaasbHocTn MOH;

[ aHann3 TeKywero cocTossHMs obecneyeHns 3awmTbl MOH B yCNOBUAX KOMMaHUK 1 onpeaesieHne HarnpaBieHnn nx
COBEpPLUEHCTBOBAHUS;

[ BbI6Op MporpaMMHbIX U annapaTHbIX peleHniin No 3aWwmTe NHGHOPMALNOHHOW CUCTEMbI KOMMNAHUK OT B3JiOMa U
yTeyek.

O6beKkT nccnenoBaHms: NHGopMaumnoHHasa cnctema 000 «CHADK».

MpepMeT nccnenoBaHUA: TEXHONIOMMYECKME N OpraHn3aLnoHHble MeToAbl Mo obecnevyeHmnto 3aWwmTbl MHoOpMaL UK
OT B3JIOMa U yTeYeK.

JTABA 1. TEOPETUHECKAA YACTb. OCHOBbI OPITAHU3ALUNW 3ALLNTBI BESONACHOCTW MEPCOHAJIbHBIX OAHHbIX
1.1 NMoHATWe NepcoHasibHbIX AaHHbIX B UH(POPMaLMOHHON CUCTEMeE NpeanpusaTus

K KaTeropum nepcoHasibHbIX OaHHbIX OTHOCATCSA CBeAeHNS 0 DU3NYECKUX NLAX, MOCPEeACTBOM KOTOPbIX MOXXHO
NPOBECTU X OQHO3HAYHYO naeHTUdmnKaunto. NepcoHanbHble JaHHbIE MOTYT BKJOYaTb:

[ aHKeTHble AaHHble, BKAoYatowme GO, gaHHbIE 0 faTe U MecTe POXXOEHWNS;

[ peKBU3NTbI JOKYMEHTOB, YOOCTOBEPSIOLWMX JTNYHOCTb cybbekTa (cepuna n Homep nacrnopta, CHUNC, NHH,
BOEHHbI BuneT, BoOUTENbCKOE YAOCTOBEPEHME U AP.);

[ agpec 3/1IeKTPOHHOM MOYTbl, HOMepa TenedoHOB;

0 nHdopMauma 0 NoJy4YeHHON KBannukaunm, TpyooBON AeAaTeNbHOCTN;

0 nHpOopMaLns 0 BeponcnoBenaHum;

0 naeHTUdNKaTopbl B MHPOPMALIMOHHbBIX CUCTEMaxX BaHOB U rOCYAapPCTBEHHbIX YYpPEXAEHUN;

0 MeanumMHCKasa OOKYyMeHTauus.

B kayecTBe cybbekTOB N[H BbICTYNaOT hrlmveckme amua, Kotopble MOryT BbITb OLHO3HAYHO onpeeseHsbl
nocpencTeoM nHpopMauuun, aengaoenca Hocmtenem MAH.

MpobnemaTnka obecnevyeHmns 3awnTbl MOH aBnseTca npegMmeToM 06Cy XKAeHUS MexxAyHapoaHbIX (POPYMOB B
obnacTn MHpopMaLMOHHON 6€30NacHOCTU, SKOHOMUYECKOro pa3BuUTUs, 060poHbI, MHHPOPMALIMOHHBLIX TEXHONOMUA.
Mo gaHHbIM [3], HECAHKLMNOHMPOBAHHOE MCMNOJIb30BaHME NepPCoHasbHbIX AaHHbIX, CETEBbIE aTaKN, UCMOJIb3yeMble
AN NoJly4eHNs HeECaHKLNOHVWPOBAHHOIO AOCTYMa K MHPOPMaLMOHHbLIM pecypcam, cogepxxarwmm MNAH, BxoaaT B
rnepBylo NATEPKY aKTyasibHbIX PUCKOB, C KOTOPbIMN CTAJIKUBAKOTCA KOMMAHMW - onepaTopbl MHPOPMaLMOHHbIX
CUCTEeM, B KOTOPbIX ocyLuecTBaseTcst obpaboTka KoHPUAEHUMANbHbLIX CBeAEHWUI, BKAOYaowmx NMOH. Ha pucyHke 1
npmeefeHa gnarpaMmMma KoamyecTBa MHUMAEHTOB, CBA3aHHbIX C yTeykamu MNOH B 2019 r B cpaBHeHun ¢ 2018 r.r.

PucyHok 1 - unarpamMmma KosimyecTBa MHUUOEHTOB, CBA3aHHbIX ¢ yTe4ykamu MNMAOH B 2019 r B cpaBHeHUn ¢ 2018 r.r.

Kak rnokasaHo Ha pucyHke 1, 4ns COBPEMEHHOI0 COCTOAHNA NHPOPMALMOHHbBIX CUCTEM NPEANPUATUN XapaKTepHO
Ha/n4yne TpeHaa, CBSA3aHHOro C yBeMYeHneM KoanyecTsa UHLUMOEHTOB MHOPMaLMOHHOM 6e3onacHoCTw,
CBA3aHHbIX HECaHKUMNOHNPOBaHHbLIM NCMOJIb30BaHNEM |_|,D,H, 4YTO NPpMBOANT K HErATUBHbLIM NnocneacTeBnaMm ans
cybbvekToB MOH. CTaTUCTUKA UHUNOEHTOB, CBSA3AaHHbIX C HECAHKLMOHNPOBAaHHbLIM MCMOb30BaHMeM MH B
ycnosusax Poccuimnckux onepatopos 3a 2020r., npueBengeHa Ha puc.2.

PucyHok 2 - CTaTUCTKa MHUMAEHTOB, CBSA3aHHbIX C HECAHKLMOHNPOBAHHbLIM NCMOoJb30BaHneM MNIOH B yCN0BMAX
Poccuincknx onepatopos 3a 2020r.

MprUYMHaMN MHLUWIOEHTOB, CBA3aHHbIX C yTe4ykaMu MNOH, MOryT ABASTbLCSA Kak XaJlaTHOCTb COTPYAHMKOB KOMMaHWU -
onepaTopa MAH, a Takxe npegHaMepeHHas akTUBHOCTb CTOPOHHUX JNL, HarnpaBJieHHas Ha NoayyYyeHne JocTyna K
3alMLLaEMbIM MHHDOPMALIMOHHBLIM pecypcam.

B opraHmsauusx, ABAsSOLWMXCS ornepaTopamMu rno obpaboTtke MNIOH, B COOTBETCTBUM C AEACTBYOLLINM
3aKOHOLaTEeNbCTBOM, HEO6XOAMMO NPUHATUE psfa Mep No obecnevyeHnio 3alNLLEHHOCTM NHMOPMALIMOHHbIX
pecypcoB, HapyLUeHNe KOTOPbIX MOXKET NPUBOAUTL K CaHKLMAM B BUAE LUTPAgOB, YroNOBHON OTBETCTBEHHOCTM
PYKOBOACTBA U MPMOCTAHOBKN AesiTEeNIbHOCTY OpraHu3saumu.

B paMkax CcBoen fesiTeNIbHOCTU OpraHu3aLnm ocyLecTBASAIOT 06paboTKy AaHHbIX O COTPYAHUKAX B AeSATENbHOCTH
oTAesa KagpoB 1 ByxrafTepCcKoro y4yeTa, 0 KJIMeHTax (B paMKax AesiTe/IbHOCTU KOMMaHWiA, NpeaoCcTaBAsoLWNX
yCayru pasfiMvyHoro Bmaa). B HacToswee BpeMsi Takxe c6op nepcoHasibHbIX AaHHbIX OCYLLECTBASETCA B paMKax



MapKeTUHIrOBOW AeATeNbHOCTU U paboTbl NpPorpamMm NosnbHocTU. O6paboTka MAH BO3MOXKHA TONLKO MPK HaANYUm
cornacus, NofaHHOro Cy6beKTOM B MUCbMEHHOW (hopMe.

1.2 3aKoHoAaTesNbHble 1 HOPMATUBHbIE aKThl, PETrYJIMPYIOLLNE OTHOLIEHUS, CBSA3aHHbIE C 3alUTOoN 1 06paboTKoM
NnepcoHasbHbIX AaHHbIX

MpoBenem 0630p 3akoHOAATENLCTBA, PEF/TAMEHTUPYIOLWLEro Bonpockl obecneyeHuns 3awmnTbl MOH. MNepeyeHsb
NpaBOBbIX aKTOB, B KOTOPbIX onpeaeneHbl TpeboBaHunsa B o6nacTu 3awmThl MOH, BKAOYaeT [4]:

[0 152- @3 «O lNepcoHanbHbIX JaHHbIX» 0T 27.07.2006;

OJCtaTbu TpyOooBOro KoLeKca;

0 Ykasbl, noctaHoBneHus n FOCTbl, NpuMeHseMble 15 pelleHuns 3agad 3awmnTel MNOH B cncTtemMax onpepesieHHoro
BMAa.

B cooTBeTCTBUU C 152-®3 «O nepcoHalibHbIX AaHHbIX», KOMMaHUW, ocylecTeasowmne obpabotky MAOH, [OKHbI
MPUHUMaTb Mepbl, NCKJ0YatoLWMe BO3MOXKHOCTU HECAHKLMOHNPOBaHHOIO AocTyna K NAH. OnpeneneHune
KOMIMJieKCa Mep Mo 3alunTe OCYLLeCTBASETCS B COOTBETCTBUM C KJTaCCOM 3alUMLLEHHOCTH, obbeMaMu
obpabaTbiBaeMbIX CBEAEHWNA.

B MoctaHoBneHun MNpasutensctea Poccminckon ®egepaunmm ot 1 Hoabpsa 2012 r. N 1119 «0O6 yTBepxaeHnmn
TpeboBaHMNM K 3aLLUTe NMepCcoHasbHbIX OaHHbIX NpU nx 0bpaboTke B MHHOPMALMOHHBLIX CUCTEMAX MepCoHaIbHbIX
JaHHbIX»/ Mpuka3 ®CTIK Poccum Ne 21 o1 18.02.2013 onpenenseT NpUHLMUMbI KlacCcupmnkaumm cuctem
nepcoHasbHbIX AaHHbIX. CornacHo npukasy ®Cb o1 10.07.2014 Ne 378 onpeneneHbl YeTblpe YPOBHA
3alMLLEHHOCT NepcoHanbHbIX AaHHbIX. NpoBefeHa AeTanbHasa knaccudukaunsa NCTMOH, B KOTOpown onpeneneHsbl
KJ1acchl 3awmueHHocTn NAH no Tunam [6]:

[ obwenoctynHbie MAOH;

0NOH, no3BonsoLmne 0AHO3HAYHO naeHTUdUMpoBaTb CybbeKTa;

O0NAOH, Npy yTeyke KOTOPbIX HE HacTynaeT HeraTUBHbIX NOCNEeACTBMA oS CcybbekTa;

OMNOH, yTeyka KOTOPbIX MOXKET NPMBOAUTbL K HEraTMBHbLIM MOCAEeACTBUAM A8 X cybbekTa.

Ons KaXK4oro n3 ypoBHEN 3alLULLLEHHOCTN onpefesieH nepeyeHb MEPONPUATIUIA MO 3alLmTe OT yTedvek. Knacc
3alUMLLEHHOCTY NpMCBanBaeTCs CUCTeMe Mo pe3ysibTaTaM ayguTa, KOTOPbIA NPOBOAUTCSA MM CTOPOHHUMMN
cepTuUUNPOBaAHHBIMU OPraHU3aUnaMn Nan CuaamMmm cneunasncToB KOMNaHMM, UMEKLWMX COOTBETCTBYOWME
KOMMNEeTEeHLNN.

1.3 CncTtemMa 3aWmnThl nepcoHasibHbIX AaHHbIX. AHaNn3 1 CpecTBa 3alnuTbl NepCoHasIbHbIX AaHHbIX

Mpn NPOEKTUPOBAHNN CUCTEMbI 3aLlUTbl UHHOPMaLMN HEOBXOAMMO BbIMOJIHUTL:

- CO34aTb OPraHM3aLMOHHY0 CTPYKTYPY B KOMMaHWN, B KOMMNETEHLMI0O KOTOPOW BXOASAT BONPOCHI pa3paboTku
pernamMeHToB MHHOOPMaLMOHHON 6€30MacHOCTN, TEXHNYECKO NOALEPXKKN MPOrPaMMHbIX U MHXXEHEPHbIX CUCTEM,
ayaunT cobnoaeHus TpeboBaHUIn COTPYAHUKAMK;

- MIHBEHTapu3auna NHHPOPMaLIMOHHbLIX PECYPCOB, onpeaesieHne nepeyHs KOoHPUAEeHUNaNbHbIX CBEAEHNUN;

- onpepneneHne Cnmcka CoTPpyOHUKOB, MMelLWnxX AoCcTyn K paboTte ¢ MOH, 03HaKoMMeHne nx ¢ TpeboBaHnAMN
cobnofeHnsa KoHpnageHunanbHOCT, 0CobeHHOCTAMM paboThl C MHOPMALIMOHHBIMK pecypcamMm, Cogep KaLlumMm
NoH;

- co34aHne posieBO MoJenu focTyna, pa3paboTka pernaMmeHToOB JOKYMeHTO060pOTa B paMKax NpefocTaBieHns
[0CTyna K MHPOPMALMOHHBIM pecypcaM B HaCTu YTBEP)XAEHNS 3a9BOK PYKOBOACTBOM, COOTBETCTBUSA
DOJKHOCTHbIX 06513aHHOCTEN 1 uMetoLwmxcs noaHomounn B UICIMOH, npuBeaeHne X B COOTBETCTBUE;

- co3gaHne KoMumnccuin no pasbopy MHUMAeHToB B ob6nacTu nHcpopMaLnoHHon 6e3onacHoOCTHW.

MakeT NoKasibHbIX HOPMATUBHbLIX aKTOB B 061acTu 3awnTbl MOH gosmkeH BkAoYaTb [10]:

[ MonoxxeHne 06 opraHnsaunm 3anTbl MHGOPMaLNK;

0 CAncoK MHOPMALIMOHHbLIX CUCTEM, COoAep KaLLMX NepCoHallbHble faHHbIE;

[ Cornacusa cybbekToB Ha nposeneHne obpaboTku MOH;

[ ObsizaTenbLCTBa 0 Hepa3rialleHNN KOHpnaeHUNaNbHbIX CBeAeHUn, paboTa C KOTOPbIMU MPON3BOAUTCSA B paMKax
BbINOJIHEHUSA LO/KHOCTHbIX 06A3aHHOCTEN;

0 MHCTpyKUWUM nonb3oBaTeNer 1 agMUHUCTPATOPOB NPOrPaMMHbIX KOMMJIEKCOB, NCMOJIb3yeMbix A1 06paboTku
MNOH;

0 Tabnuubl pa3rpaHn4yeHuns nonb3osatenen K NCMNaH.

PaboTa cOoTpyOHWKOB C 3alLMLL@EMbIMA MHPOPMALMOHHBIMI pecypcaMin A0JIXKHa NPON3BOONTLCA B COOTBETCTBUMN C



npukKasamMm pyKoBOACTBaA.
B Mono)xeHnn o paboTe C NepcoHa ibHbIMU AAaHHbLIMU B YCJI0BUAX MHHOPMALMOHHbLIX CUCTEM OpraHu3auunmn
yKa3blBaeTCs Nopsagok noaydeHus, obpabotkum MNAH, C KOTOPbIMK OCYLLECTBASETCS B3auMoaencTeme,
onpenensanTca TexHoaormm obecnedyeHns nx KOHPUAEHLMNANBHOCTW, PErlaMeHTMPYIOTCA onepauumn
pe3epBMPOBaHNS OaHHbIX, Pa3MeLLEeHNS Pe3epPBHbIX KOMUA Ha JIEKTPOHHbLIX N ByMarkKHbIX HOCUTENAX,
BO3MOXXHOCTb Mepefayn B CTOPOHHUE OpraHM3aunm nan TpeTbuM amuam.

JloKanbHbIMN HOPMATUBHLIMUK aKTaMn B OpraHmM3aumsax periaMeHTUpyTCa BOnpochk [8]:

Juenb n 3agadn obpaboTkn MOH;

[ onpepeneHune Bngos obpabaTtbiBaeMbix MOH, NICTOYHUKN NX MONYYEHUS;

[J nepeYvyeHb OTAENOB N COTPYAHMKOB, UMEKLWNX A0NYCK K paboTe ¢ MNAOH;

[ nepeyvyeHb NporpaMMHbIX MPOAYKTOB, B KOTOPbIX Npon3BoauTcsa obpaboTka MNAH (¢ ykaszaHuem crnocobos 3awmThbl
Ha YPOBHEe MpUIoXKeHnn);

[J OTBETCTBEHHOCTb OMEPaTOPOB 3a@ HapyLleHne pernamMmeHToB 06paboTku MOH U NPU BO3HUKHOBEHUN NHLNOEHTOB,
CBSA3aHHbIX C UX yTEe4KaMu.

3awwmTa MNOH Ha ypoBHE NporpaMMHOro obecneyeHns oCcyLLECTBISIETCS Yepes pa3rpaHnyeHne 4ocTyna,
MapoJibHYI0 3alNTY, MOHUTOPUHI aKTUBHOCTU Nojib3oBaTeNen. TakXKe A0/KHbI ObITb NCKIOYEHbI NpeLefeHThl
paboTbl Nosib30BaTeNEN NOL YYXKUMUN YHETHBIMW AAHHbLIMU.

3a HapyweHuns TpeboBaHUi K 3awmTe NMOH Npyn nx o06paboTke B MHHOPMALMOHHBIX CUCTEMaxX KOMMNaHUNM
npenyCcMoTpeHbl CaHKLUMN B hopMe ANCUUMNIMHAPHON, MaTepuanbHON, aAMUHUCTPATUBHON 1 YrOJI0OBHON
oTBeTCTBEHHOCTU (CT. 90 TK PD, 4. 1 cT. 24 PenepasibHOro 3akoHa ot 27.07.2006 Ne 152-93).

HacTynneHvne gucuuninHapHoOm OTBETCTBEHHOCTU NPOUCXOANT B CyHaaX, KOrfa pasrsjalleHne nepcoHalibHbIX
OaHHbIX NPOBOAMTCA COTPYAHNKAMK, 3a4eNCTBOBaHHbIMU B 06paboTke MOH B MHPOPMALMOHHLIX CUCTEMAX.
HapyweHusa TpeboBaHun K obecnevyeHunto 3aWmMTbl MHHOPMALMN MOFYT NPUBOAUTL B 3aBUCMMOCTM OT TUMa
HapyLeHnsa oT ANCUUMANHAPHOIO B3bICKaHUA A0 YBOJIbHEHUS, CaHKLUNA B BUAE AeHEXHbIX WTpados,
aOMUHUCTPATUBHOW N YrONIOBHOW OTBETCTBEHHOCTM.

MpuynHamun yTevyek KoHPUAEHUMNANbHON NHMOPMaLUK MOryT aBnaTbca [10]:

[ LencTemsa COTPYAHMKOB, HapyLwatowme TpeboBaHMS NO 3awWmMTe MHoOpMaL K, CBsi3aHHble NBO C XxanaTHOCTLIO,
nnbo ¢ HanpaBsieHHON paboToN 3/10YMbILLJIEHHNKOB;

(] aKTMBHOCTb MOCTOPOHHUX JINL, - NoCceTUTeNnen opuca KoMnaHuu;

[ HeaheKTUBHaAA opraHm3anmsa KOHTPOIA 3a COCTOAHNEM 3aLUNLLEHHOCTN MHOPMALIMOHHBLIX PeCcypCoB.

B KavyecTBe HocuTenen nHhopmaumm, SBAAIOLWLNXCA NUCTOYHMKAMN KOHAeHUanbHbIX AaHHbIX, MOTYT BbICTYMNaTb:
0 Tpamk KOpropaTUBHbLIX NPUSIOXKEHWUN;

[ haibl SNEKTPOHHOWM MOYTHI;

0 BoKyMeHTaumnsa Ha ByMakHbIX HOCUTENSAX;
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